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Abstract

In this paper we address the problem of comparing ac-
cess control models. Indeed, many access control models
can be found in the literature and in order to choose one
model for a particular context, some tools helping such a
choice are needed. We develop here a complete example al-
lowing to compare (in a formal way) the Bell and LaPadula
(BLP) model and the Role-Based (RBAC) model. In order to
achieve this goal, we first express these models in a uniform
way, then we introduce concepts (mostly based on simula-
tions) allowing to compare access control models.

1. Introduction

Access control is any mechanism by which a system
grants or revokes rights to or from active entities, the sub-
jects, to access some passive entities, the objects, or to per-
form some action. In [14], Lampson introduces the basic
concepts: active and passive entities, access matrix, etc.
They serve in the definition of many access control mod-
els such as [9, 2, 4, 6]. Such policies and models describe
their own notion of information system and the accesses
they grant. In fact, such approaches cannot be easily reused
when considering new models or even variants of these
models. Indeed, although many access control policies can
now be found in the literature, their descriptions often suf-
fer from a lack of precision: formal and mathematical spec-
ifications are rare. Furthermore, these policies are not de-
scribed within a common framework and it is rather difficult
to extract from these developments some methodological
guidelines. In this paper, we first show how to specify and
to define an access control model regardless of any specific
context, by defining two classical models in a uniform way.
We consider here the Bell & LaPadula model (BLP) [15]
and the Role-Based Access Control model (RBAC) [6] in
its RBAC96 variation. Then, we introduce a general way
to compare two access control models and we illustrate our
method by considering the BLP and RBAC models. Our
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approach, based on the notion of simulation of implementa-
tions, provides some formal tools to express the reusing of
implementations and some abstract notions to help the com-
parison of models. In [18, 8], we have defined and com-
pared several classical models by following our approach.
There exist some papers focusing on comparisons and trans-
lations between policies [22, 1, 19], but here again, these de-
velopments are not expressed within a common framework.
Hence, it is rather difficult to compose or to compare these
translations. Our approach provides a common framework
allowing to express the comparison of two arbitrary access
control models.

This framework is the result of several projects [7, 10,
11], done during the last few years and whose main objec-
tive is to develop a formal library of access control policies
within the Focal [21] integrated development environment.
However, such a development is rather technical and time-
consuming. Hence, in order to ease formal developments
of access control models, the main conclusion of this work
leads us to define and to implement an abstract framework
which is expressive enough to define access control models
as instances of this framework, and to reason about them in
a mathematical setting. A preliminary and different version
of this framework has been defined in [12]. In this paper,
we use a new version of this framework, based on the defi-
nitions given in [18]. It is based on more intuitive concepts
thus easing the specification and implementation of access
control policies. Furthermore, it generalizes our framework
and extend our results. Due to space limitations, some tech-
nical material of our work is omitted here but it can be found
in [13, 18, 8]. Furthermore, the aim of this paper is not to
present the whole theory on which our framework is based,
but rather to illustrate it over a concrete example.

2. Defining access control models

In this section, we present a way to define access control
systems, based on two main concepts: policy and model.
The policy is the description of the system on which it is en-
forced, defined as a state machine together with the notion



of secure states. Hence, an access control policy is consid-
ered here as a functional property that a state machine must
satisfy. Of course, the definition of the policy also includes
all the information relevant to the definition of the system,
such as subjects, objects, security information, etc. At this
point, a policy can be seen as “static”, since it is expressed
over states, and states are “snapshot” of the system. We then
introduce the notion of model, which is basically a policy
together with a set of requests (and, as we will see later, the
semantics of these requests). Last, it is possible to define
an implementation (or several) for a model, as a transition
function and a set of initial states. Intuitively, this imple-
mentation corresponds to a reference monitor and should
be proved correct with respect to the security policy, that is
returning a secure state for any secure state and any request.

Entities We first define the main entities of a system: S
is the set of subjects (active entities initiating actions in the
system), O is the set of objects (passive entities on which
actions are made) and A is the set of access modes (read,
write, append, etc.). In this paper, we represent an access
by a triple (s, 0,a) expressing that a subject s accesses an
object o according to the access mode a. Hence, we define
the set of accesses A as the cartesian product S x O x A.
Other approaches are possible to represent accesses. For
example, in order to deal with “joint access” of a group of
subjects over an object, as it is done in [17], A can be de-

fined as (p(S)\{0}) x O x p(A).

BLP policy The BLP model [15, 2] constrains accesses
by considering levels of security associated with subjects
and objects. We write pp, = (£, =<, U, M) for the lattice of
levels of security. In [15, 2], pp)p is defined as the product
lattice of a lattice of classification and a powerset lattice of
needs-to-know, but we do not need here such details. Each
subject and object is associated with a security level speci-
fied by the security functions fs : S — Land f, : O — L.
The lattice of levels of security is supposed to be constant
during the life of the system and is called a security param-
eter, while security levels of subjects and objects may vary.
This distinction between security parameters and security
functions is not a restriction, but a way to specify what can
be modified and what is supposed to be constant. In this
context, a state ¢ € Xy, is a tuple o = (m, fs, fo) Where
m C A is the set of current accesses done in the system. We
do not consider here the discretionary part of the BLP model
and the set A only contains the access modes r (for read)
and w (for write). This policy is specified by a predicate
Qpip over states as follows. Given a state ¢ = (m, fs, fo),
Qpip (o) holds iff the two following properties are satisfied.

VseSVYoe O (s,0,r) €m= f,(0) 2 fs(s)
Vs € S Voi,00 € O
(57017r) emA (87025W) cm= fO(Ol) = fO(OQ)

The second property prevents the copy of an object to
a lower security level by a malicious subject. We write
Pblp[pblp] = (S, O, A, Eb|p7 Qb|p) for the BLP policy.

RBAC policy Role-Based Access Control models are a
set of fairly new models first introduced in the ninety’s.
The RBAC92 model [6] introduces the concept of roles, and
RBACO96 [23] refines RBAC92 thanks to the addition of the
users notion (different from the subjects one) and a roles hi-
erarchy defined as a partial order. Each user of the system
is associated with roles, themselves associated with permis-
sions. An access is granted if the user requesting it has ac-
tivated a role associated with the permission corresponding
to this access. We write prpac = (U, R, <g) for the security
parameter of RBAC, where U is the set of users and <g is
the partial order over the set of roles R. A state 0 € Yypac
is a tuple o = (m, user, UA, PA, roles) where m is the set
of current accesses, user : S — U allows to know the user
corresponding to a subject, UA C U x R is the relation spec-
ifying which users can activate which roles (and the roles
lower to them according to <g), PA C (O x A) x Riis the
relation associating permissions (i.e. pairs (0,a) € O x A)
to roles, and roles : S — p(R) specifies the set of roles
that have been activated by a subject. In this formalization,
user, UA, PA and roles are the security functions. The
RBAC policy is specified by the predicate (pqc as follows.
Given a state o = (m, user, UA, PA, roles), Qpac(o) holds
iff the two following properties are satisfied.

Vs e S roles(s) C ER(s, UA)
VseS YoeO VaecA
(s,0,a) € m = (0,a) € EP(s, PA, roles)

where, given a subject s € S, ER(s, UA) is the set of roles
that s can activate according to UA and EP(s, PA, roles)
is the set of permissions associated with the roles activated
by s:

I’ eR

reR| r<pr
A (user(s),r") € UA

ER(s,UA) = {
EP(s, PA, roles) =
U { (0,a) € (O x A) |

reroles(s)

I eR r"<gr
A ((0,a),7"") € PA

We write Proac[prvac] = (S, O, A, Brpac, bac) for the
RBAC policy.

Requests As we said previously, a language of requests
provides to the users of a system a way to access to ob-
jects. We write R for the set of requests. Most ac-
cess control models consider at least the set R

{(+,58,0,a),(—,s,0,a)} allowing to express that the sub-
ject s asks to get (+) or to release (-) an access over the



object o according to the access mode a. Depending of the
access control model, there can also exist some “adminis-
trative” requests allowing to modify security functions of
a state (for example, requests allowing to change the secu-
rity levels of objects in the case of the BLP model, or to
change the active roles of a subject in the case of the RBAC
model). In this paper, we only consider requests in R*“. As
discussed in the conclusion, when comparing models, tak-
ing into account administrative requests requires some more
complicated formal tools (indeed, this leads to compare two
different languages of requests).

We make here a clear distinction between accesses and
requests. An access is the internal representation of actions
currently done in the system and is authorized or not accord-
ing to the security policy. A request is an action that a user
has to submit and is granted or not by an implementation.
However, requests are usually strongly related to accesses,
and to explicit this relation, we introduce a notion of “weak”
semantics of requests as a relation [R[y, € R x X. Given
a request R and a state o, the statement (R,0) € [R]y
characterizes the properties that a state o must satisfy when
it is obtained by applying (in a successful way) the request
R over another state. For R*““, we can define [R*““[, as
follows:

((+,5,0,a),0) € [R*[; < (s,0,a) € A(0)
(<—,8,07 a),o) € HRGCCHE A (37070') g A(U)

where A(c) denotes the set of all current accesses in o.
Note that such an approach to express a part of the se-
mantics of requests only specifies the properties that a state
must satisfy but does not describe how such a state has been
changed. We introduce in [13, 18] a semantical character-
isation of such modifications. Due to space limitation, we
omit here this technical part which is not essential to under-
stand our comparison mechanism.

Access control models and their implementations
Given a security parameter p, an access control model
M]p] is defined by a tuple M[p] = (P[p],|R]s;) where
Plp] = (S,0,.A,%,9Q) is an access control policy, R is
a set of requests, and [R]y;, € R x X is a relation spec-
ifying the semantics of requests. For example, we write
Mblp[ﬂblp} = (Pblp[pblp]a ”Raccﬂzblp) (resp. Mipac|prbac] =
(Prbac|prbac]s HR”CCﬂzrbac)) for the BLP model (resp. for the
RBAC model).

Implementing a model M|p] consists in defining both a
set X of initial states and a transition function T : R X% —
D x ¥ (where D = {yes, no} are the answers) which al-
lows to move from a state to another state of the system
according to a request in R. We write (7, ;) such an im-
plementation and I';(F) the set of reachable states by 7
from states occurring in E. For example, given the set of
initial states X5° = {o € Sy, | A(0) = 0}, we introduce

the implementation (7pip, E?'p) of Mpip[pbip] Where Ty, is
defined in table 1. Similarly, given the set of initial states
$P3C = {5 € Sipac | A(o) = B}, we introduce the imple-
mentation (Tipac, ZrlbaC) of Mipac|prbac] Where Typac is de-
fined in table 2.

In [18, 8], these implementations are proved correct ac-
cording to both the policy and the semantics of requests.
More formally, for each of them, we prove that each state
reachable from an initial state is secure (i.e. I';(X;) C
{c € £|Q(0)}) and that for all 01,05 € £, and R € R, if
T(R,01) = (yes, 02), then (R, 02) € Ry

Tblp(Rv (mv fsv fo))

(ves, (mU {(5,0,0}, f /)
if R=(+,s,0,r)
S o
o' € 5,0 ,W)em A _
A{ %ﬂ@<ﬂW»}_®

(yesa (mU{(s,o,W)},fs,fo))
= if R={(+,s,0,wW)
A { o €| (s,0,r)em A

ﬂm@><n@>}:@

(yes, (m\ {(s,0,a)}, fs, fo))
if R=(—,s,0,a)

(n07 (m7 fsa fo)) otherwise

Table 1. Implementation of the BLP policy

Troac (R, (m, user, UA, PA roles))

(yes, (m U {(s,0,a)},user, UA, PA roles))
if R=(+,s,0,a)
A (o,a) € EP(s,PA,roles)

(yes, (m\ {(s,0,a)},user, UA,PA, roles))
if R=(—,s,0,a)

(no, (m, user, UA, PA, roles)) otherwise

Table 2. Implementation of the RBAC96 Model



3. Comparison of the two models

In this section, we introduce a preorder over access con-
trol models. Roughly speaking, an access control model
M [p1] is said to be more restrictive than an access control
model My [po] iff for any correct implementation of M [p1],
we can define a correct implementation of My[p2] such that
the latter simulates the former. However, by following this
approach, comparing two access control models requires
to consider all the implementations of an access control
model. Nevertheless, since in practice the simulation re-
lations used to compare access control models seem to sat-
isfy some (“good”) supplementary properties, in [13, 18],
we prove results allowing to make this comparison without
considering all the implementations when the simulation re-
lation used satisfies such properties.

Our approach is based on the classical notion of simula-
tions. Given two transition functions 71 : R x Y1 — Dx 3
and 75 : R X Yo — D x Yo, 7o simulates 7, and we write
1 = To, iff there exists a relation ky; C X1 X X9 such that:

Voi,01 € X1 Vog € X9g VRER VA € D
((o1,02) € ks AT1(R,01) = (d,0}))
= (30} € 3y (01,0%) € kx AT2(R,02) = (d, 0}))
We extend this definition to implementations of access con-
trol models: (72,%%) simulates (71,%}), and we write
(11, 23) ™ (m9,%2), iff there exists a relation ky; C
Y1 X X9 such that:
Tlﬁsz/\VUlez} 30262% (0'1,0'2)652
We are now in position to express in a formal way that an ac-
cess control model M [p;] is more restrictive than a model
M [p2] iff each correct implementation of M [p;] can be
simulated by a correct implementation of My[p2]. How-
ever, the simulation relation used to simulate implementa-
tions has to satisfy some supplementary properties. Indeed,
for example, considering the relation ky = 31 X X9 as a
simulation relation could lead to prove that any model is
more restrictive than any other model. Due to space limi-
tation, we do not detail here such technical properties over
simulation relations.

Comparing two models mostly consists in defining a cor-
respondence between formalisms of these models. This
kind of interpretation is presented in a more or less formal
way in the literature. For instance, [20] presents intuitively
how RBAC can be used to implement the Multics interpre-
tation of the BLP model. We sketch here a different and
fully formalized approach. First, we show how to obtain the
security parameter p,, for RBAC from the set of subjects
and the lattice of levels of security pp, = (£, =<,U,M) of
the BLP model: at each security level [ of £ matches a role
that has the same name, and the partial order over the set of

roles is identical to the one of the lattice. Hence, we have
prolp = (S, £, <). Now, we have to show how to “translate”
security functions of the BLP model into security functions
of the RBAC model.

— The function user associates a user to a subject in the
RBAC model. Its translation is the identity function (i.e.
VseS user(s)=s).

— The relation UA is defined as the set {(s, fs(s)) | s €
S}. In this set, one unique role is connected to each subject
as only one security level is attributed to each subject.

— The relation PA is defined as the set
{((0,1). £2(0)). (0, W), ful0)), (0, W), 1) | o € OF.
Here, the main difficulty comes from the write access.
Indeed, within the BLP policy, if a subject does not read
any object, he is allowed to write into any object. Hence,
in this case, within the RBAC policy, any role should
have the write permission over any object. Thanks to the
partial order < over the roles, it suffices to add the write
permission to the role L. Of course, when a subject has a
read access over an object, the write access is constrained
according to the BLP policy as it is expressed in the second
clause of the predicate {2y, defined below.

— For all subject s, roles(s) = {fs(s)} which means
that a subject always activate the role corresponding to his
security level.

These definitions lead to define the relation k5; € pp X
Yrbac as follows:

Vo = (ma, fs, fo) € Zbip
VYoo = (ma,user, UA PA roles) € Spac
(01,02) € Ry <&
mi =ma
AVs €S fs(s) =
UA = {(s,)} A roles( ) ={l}

AVoe O folo)=1<
PA = {((0,1),1), ((0,W), 1), ((0, W), L)}

We can now introduce the security predicate {2y, which
is a translation of the predicate {2y, in the RBAC formalism.
Given a state 0 = (m, user, UA, PA, roles), where its se-
curity functions are defined as previously, Q1 (0) holds iff
the two following properties are satisfied.

VseS YoeO (s,o,r)em=
p r € roles(s) ,
(Vr,r el < A ((0,1),1") € PA =7 <r

Vs €S Voi,00 € O (s,01,1) € mA(s,02,W) € m =
Vr,r' € L
((o1,r),7) € PA A

= U{ ?;lof vﬁv)l, ") € PA }

The first property states that if a subject s reads an object o
then the role 7’ associated with o’s read permission is below

=7r =<7



the role r associated with s. The second property states that
if a subject s reads an object 07 and writes into an object
09 then the role r associated with 0;’s read permission is
below the supremum of the roles associated with 0y’s write
permission (i.e. below the role 1’ corresponding to 02’s se-
curity level given that the supremum is computed over a set
containing at most two roles, 7’ and _L).

This definition of Qy, allows us to show that given a
state 0 € Xypag, if Qrpip(0) is satisfied then Qypge (o) is sat-
isfied. Moreover, we prove that the relation ky preserves
the predicate ), and the relation [R*““|y,, i.e. given a
state 01 € Xpip, a state o2 € Yipge and a request R € R
if (01,02) € ky, (R,01) € HR‘ICCHZMP and Qupip(01) are
verified then (R, 02) € [R*[y,  and Qpip(02) are sat-
isfied. The formal proofs are given in [8]. Hence, a gen-
eral theorem in [18] allows us to conclude from those re-
sults that the BLP model is more restrictive than the RBAC
model. Furthermore, in order to show that the BLP model
is strictly more restrictive than the RBAC model, we prove
in [8] that the RBAC model is not more restrictive than the
BLP model. The intuition is that there exists RBAC states
that cannot be simulated by any BLP states. Indeed, we can
define an RBAC state where a subject s has no rights over
an object o, whereas in the BLP model a subject s has al-
ways the right to write into an existing object o if s does not
do any read access. Hence, we cannot specify a simulation
relation between the states of the two models that satisifies
the properties needed, which is illustrated by the fact that a
consistent RBAC state, where no access can be authorized,
does not match any BLP state.

Comparison mechanism In [18], a similar approach has
been used to compare the Chinese Wall (CW) and the BLP
models. From a methodological point of view, these com-
parisons can be generalized by the following approach. In-
deed, proving that M [p1] < Ma[po] first consists in build-
ing an intermediate model M3[p2] which is just a transla-
tion of M [p1] expressed in the formalism of M [ps]. This
translation leads to interpret the security parameter p; by
a security parameter po = k,(p1), and to define a rela-
tion between states of the two models. Then, a model
Mis[k,(p1)] is obtained by defining a security predicate
Q12 over X5 that corresponds to the predicate €2, over ;.
From this translation, we get a simulation relation allow-
ing to prove that M [p1] < Mi2[k,(p1)]. Then, in a second
step, it suffices to prove that each state satisfying the predi-
cate (215 also satisfies the predicate (2,. Hence, in this way,
we prove that for all p;, there exists a parameter ps such
that M [p1] < M [p2]. Conversely, in order to prove that a
model M [p;] is not more restrictive than a model My [ps],
we prove that there exists a parameter p;, such that for all

p2, My [p1] #My|po].

4. Conclusion

In the literature on access control, one can find papers
presenting a particular access control mechanism through
examples without any formalization (or generalization) of
the concepts involved in the model. Of course, such pa-
pers are very useful to understand how a particular access
control works but they provide little help to implement it.
Hence, we need to define a generic formal framework in
which many access control models could be specified, im-
plemented and proved correct according to some security
properties. In this paper, we have introduced a uniform way
to specify and to define access control models and their im-
plementations at several levels of specification. Such a for-
malism also allows to reason over security models and to
compare them. We have defined a way to compare access
control models based on the notion of simulation of imple-
mentations. The framework we have designed in this paper
provides semantical tools for studying access control mod-
els, and, while the model seems to be fairly complicated,
such complexity is needed to tackle the kind of questions
addressed here. This framework has been successfully used
to specify, to implement and to compare classical access
control models (mandatory models such as the BLP model,
the CW model, and the RBAC model).

Of course, the problem of considering access control
policies at an abstract level in order to compare or to sim-
ulate them, or just to reason about them, has also been ad-
dressed in the literature. In [5], the authors use a state tran-
sition approach based on simulation to compare several dis-
cretionary access control mechanisms: they compare access
control lists mechanism with capability based systems [16]
(both the Lampson matrix capabilities mechanism [14, 9]
and the capabilities as references model). They also com-
pare in the same way the access control lists mechanism and
the trust management approach [3]. Our framework share
some concepts with the approach presented in [5] but it
is rather different concerning the specification of requests
and implementations. A similar approach can also be found
in [1], where the functionality of simple RBAC models is
compared to access control lists mechanisms: the equiv-
alence of these two models in specifying access control
policies is shown. Another approach can be found in [24]
where a formal framework is defined in order to compare
the expressive power of access control models and is ap-
plied to compare the RBAC model to discretionary access
control and trust management approaches. More recently,
in [25], access control policies viewed as composition of
policy fragments and combinators allowing to create a sin-
gle policy from “sub-policies” are studied: a semantics for
such combinators is defined and used to compare, in terms
of reasonability properties, languages for specifying access
control policies. As a future work, our aim is to express



all these approaches in our framework in order to compare
them. Of course, such a developement would lead us to en-
rich our framework.

Now, we would like to extend our framework by con-
sidering several directions. First, our approach to compare
access control models requires that the models share the
same set of requests, and it seems desirable to relax this
constraint. Indeed, the comparisons we have done over clas-
sical access control models only consider requests that con-
sist in adding or removing accesses. In order to consider
“administrative requests” allowing to change security func-
tions of a state, we have now to extend our definitions in
order to characterize the “semantical modifications” done
by “administrative requests” over states of the system and
to compare the expressive power of such requests for each
model. This leads to consider the notion of weak-simulation
of implementations when defining a preorder over access
control models. Furthermore, we think that our work could
be a first step to consider composition of policies. Indeed,
in practice, an access of a subject over an object is often per-
formed by applying several policies. For example, a user in
a company has to access his office in a building according to
an access control policy. He then has to conform to another
access control policy in order to get access to the data on his
computer. It could be interesting to study and to formalize
several ways to compose access control models, to compare
them and to express in a mathematical setting the properties
these mechanisms of composition have to satisfy.
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