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Abstract

Access control software must be based on a security pol-
icy model. Flaws in them may come from a lack of pre-
cision or some incoherences in the policy model or from
inconsistencies between the model and the code. In this pa-
per, we first present a formalisation of access control mod-
els based on the work on an algebra of security models
by J.McLean [4]. Then, we describe the implementation
of this framework and show how it can be used to obtain
a particular security model: the Bell and La Padula se-
curity model. Last, as an example, we show how such a
program can be integrated for secure databases. All our
development is done within the Focal [11 ] programming en-
vironment which provides a language with object-oriented
features allowing to write formal specifications, proofs and
programs at the same level.

1. Introduction — Motivations

Security of information systems becomes a major prob-
lem for society and a well-established field of computer
science. Research themes involve access control mecha-
nisms, modeling of information flow and its applications to
confidentiality policies [5, 6], mobile code security, crypto-
graphic protocols, etc. The methods used to consider these
questions are evolving, as are the ones used in safety areas,
where ad-hoc and empirical approaches were progressively
replaced by more formal methods. High levels of safety re-
quire that the requirement/specification phase is done using
mathematical models, allowing mechanized proofs of the
required properties. In the same way, assurance in system
security asks for the use of true formal methods along the
process of software development, starting at the specifica-
tion level.

Computer information security is usually seen as a
combination of three classes of properties: confidential-
ity (denying unauthorised accesses), integrity (denying
unauthorised modifications of information) and availability
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(denying unauthorised uses of ressources). To promote the
conception of trusted systems, security evaluation criterias
have been elaborated by government agencies, for example
the Trusted Computer Security Evaluation Criterias (1983)
(TCSEC), the Information Technology Security Evaluation
Criterias (1991) ITSEC) and the Common Criterias (1999),
which are a collection of normative documents. These cri-
terias provide both a framework for the software industry
to ensure that software has been carefully designed and a
referentie for its customers. A product evaluation and cer-
tification against the common criteria’s framework is built
according to two hypothesis. The first one is the “protection
profile”, that is, under which conditions the evaluated prod-
uct is supposed to be used. The second one is its level of
assurance, which is simply the level of trust the system can
be granted, according to the development process. A good
security level can be reached if the product is evaluated at
an assurance level greater than EAL-5 against a convinc-
ing protection profile such as the one given in [8]. Such a
profile requires the use of a mandatory formal policy model
in order to achieve an acceptable level of confidentiality.
Mandatory access control (MAC), contrary to discretionary
access controls (DAC) such as access control list (ACL), is
managed and enforced by the underlying system rather than
by an authorized user.

Such a policy model must be precise and unambigu-
ous and thus must be described in a mathematical formal-
ism. This is the case for the general framework defined by
J.McLean in [4]. Such a framework, in which various MAC
security models allowing changes in security levels can be
described, introduces joint access (of a set of subjects over
an object) and provides means to compare security models.

However, even if having a mathematical model drawn
by hand is a very serious way to increase confidence, this
is not enough. First, nothing is said about how these ab-
stract notions can be implemented: in this paper we present
a way of formalising and implementing such notions. Fur-
thermore, attempts to check proofs done by hand with a the-
orem prover has thrown away a lot of them. Often, the er-
rors are introduced by points considered as evident details



or by forgotten cases. Last, even if proofs done by hand are
correct, nothing formally ensures that the implementation
meets the “formal” specification done “on the paper”.

Hence, in this paper, we briefly describe how Focal
can be used to implement a generic framework for spec-
ifying and implementing access control models and then
we show, as an example, that the well-known Bell and La
Padula model can be obtained by instantiating this frame-
work. Last, but not least, we illustrate the effective use of
this program to manage access into a relational database.

Of course, our development may seem “heavy”. How-
ever, many access control models share some common def-
initions, properties and proofs and, as it is widely recog-
nised, it seems desirable to provide an abstract generic
framework in order to ease and speed implementations by
reusing. Indeed, having an abstract formalism would allow
to obtain an implementation well-suited for a given context
just by instantiating parameters.

A very brief description of Focal The Focal project[9,
117" attempts to build a new programming environment pro-
viding a language based on firm theoretical results, with
clear semantics and which permits an efficient implementa-
tion — via translation to OCaml. It has functional and object-
oriented features and provides means for the programmers
to write formal proofs of their code, and to have them veri-
fied by a proof checker (Zenon and Coq).

In Focal, species are the nodes of the hierarchy of struc-
tures that makes up the library. A species can be seen as a
set of methods, which are identified by their names. Each
method can be either declared (primitive constants, opera-
tions and properties) or defined (implementation of opera-
tions and proofs). A species can inherit the declarations and
definitions of one or several already defined species and is
free to define or even redefine an inherited method (but must
not change its type). Besides inheritance, the other impor-
tant feature of Focal resides in the possibility to parameter-
ize a species by another one.

A collection is built upon a completely defined species.
This means that every method must be defined. In other
words, in a collection, every operation has an implementa-
tion, and every theorem is formally proved. In addition, a
collection is “frozen”. Namely, it cannot be used as a parent
of a species in the inheritance graph.

2. Implementation of the ‘‘algebra of security”
models

The algebra of security models has been introduced by
J.McLean in [4]. It contains three levels of specifications:
frameworks, models and systems.

'http://focal.inria.fr

2.1. Frameworks

A framework F is a quadruple (S, O, £, A) where S is
a set of subjects (users, programs, ...), O is a set of objects
(data, files, ...), £ = (L,=,Y, A) is a complete lattice of
security levels and A is a set of access modes (in the fol-
lowing, A* will be used to denote the set of finite subsets of
A). Each framework introduces a set ST containing every
set of subjects that can potentially perform a joint access
over an object. Furthermore, as we will see, a framework
needs to specify a set ST of sets of sets of subjects (see
models). Hence, we first define the species IF' of framework
containing the declaration of theses sets.

Then, we introduce a species IFY which inherits from IF
in which 87 is specified as the finite powerset of S without
the empty set and ST is specified as the finite powerset
of ST.

We also define a species IF'. , for coherent frameworks,
which inherits from IF and specifies S** as the set :

(X CST|Vy,zeST (ye X AyCz2)=z2€ X}

A coherent framework ensures that if a set of subjects is
granted to change the security level of a subject or an ob-
ject, then it can do it together with other subjects. This
will be explained later when defining models. Note that
at this level, nothing is said about ST. Last, we introduce
the species IF° (resp. IF® ) which inherits from IF. such
that ST is specified as the finite powerset of S without the
empty set (resp. as the set of singleton sets of subjects).
Note that IF® is clearly coherent (and then the property over
ST* can be proved in this species) and is the most used in
the literature (where no joint access are usually taked into
account). The figure 1 describes the hierarchy of species of
frameworks.
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Figure 1. Hierarchy of frameworks

2.2. Model

Given a framework F, a model is defined by two func-
tions ¢, and c,, respectively from S and O, to ST*. These
functions respectively associate with each subject and each
object all the sets of subjects allowed to change the security
level of the subject or the object. As the range of these func-
tions is ST, we see that by constraining S** like we did



for coherent frameworks, we can express that if a (set of)
subject is granted to change the security level of an entity,
then it can also do it together with other subjects.

First, we define the species IMyr containing the declara-
tion of cs and ¢, together with the declaration of two func-
tions U and M with their specifications allowing to combine
models. Let My = (F,cl,cl)and My = (F, 2, c2) be two
models, then M7 U My = (F, ¢q,¢0) WithVa € S, c5(x) =
cl(z) U c(z) and Vo € O, co(x) = cl(x) U cZ(z), and
MMMz = (F,cs,¢o) WithVa € S, cs(z) = cl(x)nct(z)
andVz € O c,(z) = ck(z) N ().

Since the functions ¢, and ¢, return a set of sets of sub-
jects, inclusion over sets easily leads to an ordering between
models defined as follows:

Ve e S cl(z) CE(x

My < My < N YreO CS},((J:)) C c%((x)) )

Hence, we introduce the species My which inherits from
My . My contains the declaration and specification of
<, together with the proofs that I and LI are respectively
the operators of greatest lower bound (glb) and least upper
bound (lub) for <. Since it can be easily shown that 1 and
LJ are distributive, and that there exists two models which
are the minimum and the maximum, the species M also
inherits from the species of complete distributive lattice de-
fined in the Focal library. The order < corresponds to the
intuitive notion of stringness: for example, the minimum
model is such that cs(s) = ¢,(0) = () for all subject s and
object o and then is clearly the more stringent model (no-
one can change the security level of an entity).

Now, we introduce the species M which inherits from
M and defines the complement of M= (F,cs,¢,) of a
model M = (F, ¢, ¢,) where:

Vr € Scy(z) =8 \cs(x) AVy € Oc(y) =S\ co(y)

This species also inherits from the species of boolean alge-
bra (defined in the Focal library). However, at this level,
it’s not possible to prove the required properties of boolean
algebra since such a proof depends on the definitions of ST
and ST* which are not yet specified. So, we define two
species Ms and Mps which inherits from Mp : My
is defined from a framework in IFY while M- is defined
from a framework in IF° . Furthermore, Mps also inher-
its from the species M, , since IF® inherits from coherent
frameworks. Last, we define the species M- which inher-
its from My, for models built upon a coherent framework.
In this case, we just have a complete distributive lattice (the
complement operation does not preserve the property for
ST*). The figure 2 describes the hierarchy of species of
models.

A more general ordering can be defined for models.
Indeed, naming convention of subjects and objects may
change from a model to another, and we want to be able
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Figure 2. Hierarchy of models

to compare them independently of this naming convention.
For this, J. McLean introduces the following relation: we
say that M7 < M iff there exists two one-to-one functions
I,:S — Sand I, : O — O such that:

cs(w) € (I5) 72 (Ls(2))) )
A egly) © (I e (Lo(y)

where VX € ST, IF(X) = {K(Z) | Z € X} with
K(Z) = {Is(z) | v € Z}. Actually, < is just a preorder
from which we can define an equivalence relation = and an
order relation S over equivalence classes of models. As <
generalises <, we would like to generalize the operators
and LI. However, the set of equivalence classes of models is
not a lattice but for each pair of models M and M5, we can
define the following set containing every least upper models
of My and Mo:

VmESVyEC’)(

U+ (My, M) =
M e Mg |
[Mi] S [M] A [Ma] < [M] A

/ M) 5 M /
o (i Sl ) = ~(0r1 <)

where < is the strict order induced by < and where [M]
denotes the equivalence class of the model M. However,
U+ (My, M) cannot be efficiently computed and we just
have implemented the following operator:

MlAMQZ{M| E|M3,M4€MI% Mz = M,y }

AN My= Moy NM= Mzl My

which satisfies W (My, M) € A(My, M3). In a similar
way, we also introduce the dual notions: ¥~ and V. All
these notions are presented in details in [7] and are intro-
duced in the species My, which inherits from IM .

2.3. System

Last comes the notion of system, where the security pol-
icy and the access control function must be defined. Given
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Figure 3. Violation of the x-security

a framework and a model, a system can be viewed as an ab-
stract state machine. The set X of states is defined as the
product F x A x A where F, is the product F; x F, with
Fe = {fs : S — L} (security level associated to a sub-
ject)and F, = {f, : O — L} (security level associated to
an object), and A = (ST x O x A*) is used to describe
discretionary rights and current access of subjects over ob-
jects. Hence, a state 0 = ((fs, fo), d, m) defines mandatory
rights (fs and f,, often called classification vector), discre-
tionary rights (d) and current access (). In order to specify
joint access security policy, we extend f as follows:

foo 8t -’ fY.8t s
f&(8) = M fs(s) [s€ SY [(S) = Y{fs(s) | s € S}

At this level, we can define the security properties over
states. Since we only have implemented the Bell and La
Padula system, as an example of use of our development,
in this species we only specify the three classical following
properties (confinment and confidentiality):

e a state is said to be simple secure iff: V(S,0, A) € m,
read € A= fX(S) = f.(0)

e a state is said to be x-secure iff:

VSl,SQ e St V01,02 e

(S1,01,read) e m

A(S2,02,write) € m
AS1 NSy #0

= folo1) = fo(02)

This property prevents the copy of an object to a lower
security level by a malicious subject (see figure 3).
Note that this property is slightly different from [4],
since for singleton frameworks, we want to obtain the
classical definition of the “MAC-x" property of Bell
and La Padula (this is not the case with the definition
of McLean).

e a state is said to be ds-secure iff: VS € St,Vo € O,
(S,0,2) em = (S,0,z) €d

A state satisfying these three properties is said to be secure.
Now we can introduce the species of system by defining
a transition function 7 : ST x Rx ¥ — D x ¥ between

states where R is a set of requests and D is a set of answers.
In this species, we define a property over such transition
functions: 7 is said to be secure iff

7(S1,r,01) = (d, 02)

(vses FL(s) # £2(s) = S € e(s) >
Yoe O flo) # f2(0) = 1 € colo)

That is, if the security level of an entity has changed, then
subjects that have performed this change were granted to do
it (by the model).

Last, we introduce the species of secure systems which
are systems with a secure initial state and a secure transi-
tion function mapping every secure state into a secure state
(the well-known “Basic Security Theorem” of Bell and La
Padula).

3. Applications

In this section, we briefly describe the instantiation of
our framework in order to obtain the Bell and La Padula
system, and then, we show how this program can be used to
manage access in a relational database.

3.1. The Bell and La Padula system

In order to implement the Bell and La Padula sys-
tem, we build a system from a framework in IF°®
in which £° is the product lattice T, x T} where
T. = (C,<,Uq,Me) is a lattice of classifications
and T, = (p(K),C,U,N) is the powerset lattice of
the set K of needs-to-know (note that the Focal li-
brary provides the implementation of product lattice) and
A = {read,write,execute, append,control}.
The Bell and La Padula system is built from a model such
that c5(s) = c,(0) = ST for all subject s and object o? (in
such a system, everey transition function is secure). Now,
in order to obtain a complete system, we just have to de-
fine requests, answers and the transition function. This has
been done by following the paper of Bell and La Padula [3]
and by reusing a formalisation within the Coq system [10]
of a similar work [2]. Indeed, in [2], we have implemented
a formal description of the Bell and La Padula model to-
gether with the formal proof of the “Basic Security Theo-
rem”, checked by the theorem prover Coq.

3.2. Access control in a relational database

The system obtained in the above paragraph has been
used to manage access in the Sqlite [1] relational database.

2Note that there exists a version of this system, called “Bell and La
Padula system with tranquility” such that ¢s(s) = co(0) = 0 for all
subject s and object o.
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Figure 4. Database access control

Both security data (current access, discretionary rights,
classifications and needs-to-know) and users data are stored
in the database. The treatment of SQL queries is illustrated
in figure 4. Given a SQL query submitted by an authentifi-
cated subject, our application analyses this query, generates
a set of requests for the Bell and La Padula system, exe-
cutes them, and then, depending on the answers obtained,
performs or not the SQL query. For this, a “semantics” of
SQL queries has been defined in terms of access. Note that
queries are done by using the standard SQL syntax with-
out any changes for users ; our program can be viewed as a
“filter” of queries.

4. Conclusion — Future works

This development shows that even from a practical point
of view, formal methods can be used to increase the security
of software. Indeed, in this work, starting from a mathemat-
ical presentation of the algebra of security models, we have
completely formalised this notion within the Focal environ-
ment and designed the architecture of its implementation.

The Focal language provides features allowing pro-
grams, specifications and proofs implementation in an in-
cremental way. Indeed, inheritance and refinement mech-
anisms are powerful features which are particularly well-
suited to develop a library for secure applications since they
allow to make several refinements of a specification until
providing an executable code. Furthermore, thanks to the
(computer algebra) library available in Focal, all our species
have been specified in a concise way. Thus, Focal avoids
separately treating the formal modeling work and the devel-
opment.

Moreover, Focal allows us to be very general during the
development. For example, when defining the species of
frameworks, models and systems, nothing is said about sub-
jects and objects (no concrete datatype is associated to the
abstract types of subjects and objects). This is only done
at the end when we define a collection for a specific sys-
tem (e.g. database access control). In this work, we have

obtained a complete specification of a system with access
control and a transition function: we can apply it to any
specific system, as a file manager or a database.

Another useful feature provided by Focal is the theorem
prover Zenon. Indeed, such a prover allows to implement
proofs in a very natural and declarative way without any
background about the system Coq. Thus, it becomes possi-
ble for a large public to make proof within Focal.

Note that different kinds of users are involved in such
a development. First, the Focal-developer supplies frame-
works, models and systems, and possibly specific systems,
like the Bell and La Padula system. This developer is in
charge to give a sound specification and proofs that the im-
plementation meets this specification. Then, the system ad-
ministrator picks one framework, one model and one sys-
tem, and gives an implementation of subjects and objects.
The system administrator does not have any proof to do,
but just has to use the correct formal system in regards to his
specific system. Last, the system user can access to the data
of the system with methods provided by the system admin-
istrator, which are generally the standard methods provided
with this kind of specific system (e.g. open file, read file,
etc), and of course these operations are sound in regards to
the security policy.

We think that this development can be viewed as a ba-
sis for several extensions. For example, it could be inter-
esting to implement others security models for access con-
trol (Chinese Wall, Roles Based Access Control, ...) in this
framework. However, we also believe that some parts of
this development can be reused in different contexts: for
example, work on the implementation of management pol-
icy specification is currently under development.
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